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This project presents an innovative approach to mitigating Radio Frequency 
Interference (RFI) in Low Earth Orbit (LEO) satellite communications. The 
core concept relies on the ionization of noble gases to transform them into 
a protective insulating plasma shield, forming a reconfigurable Electronic 
Protection (EP) system through an active metasurface. The study addresses 
the critical objective of creating a dynamic electromagnetic barrier that can 
transition from a transparent dielectric state to a reflective conductive state 
upon ionization. By leveraging the Drude material model, the research 
mathematically demonstrates that precisely increasing electron density 
(𝓃ℯ) directly enhances the shielding effectiveness. Simulation data further 
validates these findings, showing shielding effectiveness levels directly 
correlated to gas atom density. The project’s key findings prove that this 
software-defined approach can achieve a theoretical Shielding Effectiveness 
(SE) exceeding 80 dB, providing a robust and agile solution for real-time 
interference mitigation. The proposed framework is validated through a 
closed-loop control system that integrates real-time detection with a visual 
emulation of the plasma activation process, bridging the gap between 
theoretical electromagnetic modeling and practical system responsiveness.

The proposed solution introduces an Autonomous Plasma-Based 
Metasurface designed as a dynamic layer of protection for satellite antennas. 
Unlike traditional static shields, this system functions as a Software-Defined 
Barrier that remains transparent under normal conditions and becomes 
electromagnetically reflective upon detecting interference.

Core Mechanism: 
• Active Ionization: Utilizing high-voltage excitation to transform noble gas 

(Neon) filaments into a plasma state.
• Dynamic Reflectivity: By modulating electron density (𝓃ℯ), the system 

shifts the material’s permittivity to a negative value, creating a "Blackout 
Zone" for incident jamming waves.

• Smart Feedback Loop: A real-time control system that autonomously 
triggers the shield based on Signal-to-Noise Ratio (SNR) degradation. 

• Key Innovation: This approach provides a lightweight, frequency-adaptive, 
and energy-efficient defense mechanism that ensures signal integrity 
without the permanent signal loss associated with traditional shielding 
materials.

The methodology of this research follows a closed-loop control framework 
that integrates mathematical modeling with real-time software execution. 
The system architecture is divided into three functional layers: Detection, 
Logic, and Actuation. In the Detection layer, an ESP32 microcontroller 
monitors signal parameters; if a jamming-induced drop in SNR is identified, 
the Logic layer processes this data using a MATLAB-based Digital Twin. This 
software component utilizes the Drude Model to calculate the specific 
electron density (𝓷𝓮) and attenuation constant (𝜶) required to neutralize 
the interference. Finally, the Actuation layer triggers the plasma 
metasurface emulated in this study via a high-voltage neon-flex grid, to 
physically demonstrate the transition to a shielding state.

To bridge theoretical plasma physics with experimental demonstration, an 
optical proof-of-concept is implemented. An LED varies its brightness 
according to the calculated electron density (𝓃ℯ), serving as a visual 
analogy of plasma activation. Quantitative validation remains strictly 
derived from the neon-based Drude model, with Shielding Effectiveness 
(SE) evaluated as a function of nₑ and frequency.

The findings of this project provide a comprehensive validation of the 
plasma metasurface as a dynamic electromagnetic shield, bridging the gap 
between theoretical modeling and empirical performance.

1. Simulation Analysis (MATLAB Digital Twin):
•Frequency-Dependent Threshold: Simulation data (Figure 3) confirms that 
Shielding Effectiveness (SE) is a direct function of electron density (𝓃ℯ).
•Sensitivity to E-Field Intensity: By modeling varying incident field intensities 
(𝐸∘1to 𝐸∘4), the results demonstrate that higher incident fields correlate with 
enhanced interaction energy, further validating the robustness of the Drude 
Model in predicting shield behavior.

Experimental Outcomes & Comparative Study:

•Active vs. Passive Mitigation: Experimental results (Chart 1) reveal a stark 

contrast between states. Neon After Ionization achieved superior attenuation 

compared to Neon Before Ionization and traditional passive materials like Acrylic.

•Dynamic Range: The system demonstrated an agile response across multiple 

testing categories, with ionized neon consistently providing the highest level of signal 

rejection, proving that a gas-based metasurface is more effective than static 

insulators.

This research demonstrates the viability of an autonomous, plasma-based 
metasurface as a transformative solution for Electronic Protection (EP) in 
satellite communications. By integrating the physical properties of noble 
gas ionization with a closed-loop control framework, the system achieves 
a dynamic transition between transparency and high-performance 
shielding. Experimental and simulation results confirm that this software-
defined response provides an agile, energy-efficient, and lightweight 
alternative to traditional static shielding, offering a robust defense 
mechanism for next-generation LEO satellite constellations in increasingly 
contested electromagnetic environments

The reliability of modern Satellite Communication (SATCOM) is 
increasingly threatened by the evolution of Electronic Warfare, specifically 
high-intensity jamming that disrupts critical data links. Traditional 
electronic protection methods rely on static shielding, which often suffers 
from excessive weight and a lack of operational flexibility, as they 
permanently block both interference and desired signals. To overcome 
these challenges, this research proposes an active solution utilizing ionized 
neon gas (plasma) filaments that exhibit frequency-dependent permittivity. 
This system is theoretically grounded in the electromagnetic properties of 
plasma, specifically its frequency-dependent permittivity described by the 
Drude model. When the plasma frequency exceeds the incident wave 
frequency, the ionized gas behaves as a reflective medium, effectively 
shielding the antenna, analogous to how a conductive metal surface 
reflects electromagnetic waves below its plasma frequency. By integrating 
advanced electromagnetic theory with real-time software-defined 
activation, this project demonstrates a lightweight and adaptive 
metasurface capable of providing high-performance protection and 
significant shielding efficiency for next-generation aerospace electronic 
systems.

Figure 3 Relationship between shielding efficiency and electron density
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Chart 1. Effect of Ionization Voltage on Signal Strength.
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Figure 1. Electromagnetic Interaction in Plasma Shielding. Shielding vs. Transparency States.

Figure 2. Closed Loop Control Framework
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